Privacy Notice for Staff (How we use workforce
information)

Under data protection law, individuals have a right to be informed about how the school
uses any personal data that we hold about them. We comply with this right by providing
‘privacy notices’ (sometimes called ‘fair processing notices’) to individuals where we are
processing their personal data.

This privacy notice explains how we collect, store and use personal data about individuals
we employ, or otherwise engage, to work at our Trust.

Our trust, The Challenge Academy Trust, is the ‘data controller’ for the purposes of UK
data protection law.

Our data protection officer can be contacted as shown in the ‘Contact us’ section below.

The categories of information that we process

We process data relating to those we employ, or otherwise engage, to work at our Trust.
Personal data that we may collect, use, store and share (when appropriate) about you
includes, but is not restricted to:

Contact details

Date of birth, marital status and gender

Next of kin and emergency contact numbers

Salary, annual leave, pension and benefits information

Bank account details, payroll records, National Insurance number and tax status

information

e Recruitment information, including copies of right to work documentation,
references and other information included in a CV or cover letter or as part of the
application process

e Qualifications and employment records, including work history, job titles, working

hours, training records and professional memberships

Performance information

Outcomes of any disciplinary and/or grievance procedures

Absence data

Copy of driving licence

Photographs

CCTV footage

Data about your use of the school’s information and communications system

We may also collect, store and use information about you that falls into "special
categories" of more sensitive personal data. This includes information about (where
applicable):

¢ Race, ethnicity, religious beliefs, sexual orientation and political opinions
e Trade union membership
e Health, including any medical conditions, and sickness records



Why we collect and use this information

We use workforce data to:

e Enable the development of a comprehensive picture of the workforce and how it is
deployed

Inform the development of recruitment and retention policies

Enable you to be paid

Facilitate safe recruitment, as part of our safeguarding obligations towards pupils
Support effective performance management

Inform our recruitment and retention policies

Allow better financial modelling and planning

Enable ethnicity and disability monitoring

Improve the management of workforce data across the sector

Support the work of the School Teachers’ Review Body

Provide efficient access to services

Celebrate school and individual achievements

Use of your personal data for marketing purposes

Where you have given us consent to do so, we may send you marketing information by
email or text promoting school events, campaigns, charitable causes or services that may
be of interest to you.

You can withdraw consent or ‘opt out’ of receiving these emails and/or texts at any time by
clicking on the ‘Unsubscribe’ link at the bottom of any such communication, or by
contacting us (see ‘Contact us’ below).

Use of your personal data in automated decision making and
profiling
We do not currently process any staff members’ personal data through automated decision

making or profiling. If this changes in the future, we will amend any relevant privacy
notices in order to explain the processing to you, including your right to object to it.

The lawful basis on which we process this information

We collect and use staff information under Article 6 (1)(b) and (1)(c) of the UK data
protection law :

6(1)(b) Processing is necessary for the performance of a contract with the data
subject or to take steps to enter into a contract

6(1)(c) Processing is necessary for compliance with a legal obligation

6(1)(d) Processing is necessary to protect the vital interests of a data subject or an-
other person

6(1)(e) Processing is necessary for the performance of a task carried out in the pub-

lic interest or in the exercise of official authority vested in the controller

We collect and use sensitive staff information under Article 9 (2) (b) of the UK data
protection law



9(2)(b) Processing is necessary for carrying out obligations under employment and
social security or social protection law or a collective agreement

9(2)(c) Processing is necessary to protect the vital interest of a data subject or
another individual

9(2)(e) Processing relates to personal data manifestly made public by the data
subject

9(2)(H) Processing is necessary for establishment, exercise or defence of legal
claims

9(2)(h) Processing is necessary for the purpose of preventative or occupational

medicine, assessing working capacity of employee, diagnosis, provision of
health/ social care or treatment or management if health and social care
systems

Where we collect and use photographic/ digital records of school and individual
achievements and activities we will do so under Article 6 (1)(a) Consent of the data
subject.

Collecting workforce information

Whilst the majority of information you provide to us is mandatory, some of it is provided to
us on a voluntary basis. In order to comply with data protection legislation, we will inform
you whether you are required to provide certain school workforce information to us or if
you have a choice in this.

Storing this information

We create and maintain an employment file for each staff member. The information
contained in this file is kept secure and is only used for purposes directly relevant to your
employment.

Once your employment with us has ended, we will retain this file and delete the
information in it in accordance with our data retention schedule.

Why we share workforce information

We do not share information about you with any third party without your consent unless
the law and our policies allow us to do so.

Where it is legally required, or necessary (and it complies with UK data protection law) we
may share personal information about you with:

e Our local authority — We are required to share information about our workforce
members with our local authority (LA) under section 5 of the Education (Supply of
Information about the School Workforce) (England) Regulations 2007 and
amendments.

The Department for Education

Your family or representatives

Educators and examining bodies

Our regulator Ofsted

Suppliers and service providers — to enable them to provide the service we have



contracted them for, such as payroll, HR support, Health and Safety Advisors
Financial organisations

Central and local government

Our auditors

Survey and research organisations
Trade unions and associations

Health authorities

Security organisations

Health and social welfare organisations
Professional advisers and consultants
Charities and voluntary organisations
Police forces, courts, tribunals
Professional bodies

Employment and recruitment agencies

Transferring data internationally

Where we transfer your personal data to a third-party country or territory, we will do so in
accordance with UK data protection law.

Department for Education (DfE)

We are required to share information about our school employees with the Department for
Education (DfE) under section 5 of the Education (Supply of Information about the School
Workforce) (England) Regulations 2007 and amendments. For further information on how
to request access to personal information held centrally by the Department for Education
(DfE), please see the ‘How Government uses your data’ section of this notice.

Requesting access to your personal data

Under data protection legislation, you have the right to request access to information about
you that we hold. To make a request for your personal information, contact the academy
enquiries email as listed on individual websites or Dawn Golden, Compliance and
Information Manager, on admin@tcat.uk.com

You also have the right to:

e to ask us for access to information about you that we hold

e to have your personal data rectified, if it is inaccurate or incomplete

e to request the deletion or removal of personal data where there is no compelling
reason for its continued processing

e to restrict our processing of your personal data (i.e. permitting its storage but no
further processing)

e to object to direct marketing (including profiling) and processing for the purposes of
scientific/historical research and statistics

If you have a concern about the way we are collecting or using your personal data, we ask
that you raise your concern with us in the first instance. Alternatively, you can contact the
Information Commissioner’s Office at https://ico.org.uk/concerns/
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Withdrawal of consent and the right to lodge a complaint

Where we are processing your personal data with your consent, you have the right to
withdraw that consent. If you change your mind, or you are unhappy with our use of your
personal data, please let us know by contacting Dawn Golden, Compliance and
Information Manager, on admin@tcat.uk.com

Alternatively, you can make a complaint to the Information Commissioner’s Office:
e Report a concern online at https://ico.org.uk/concerns/
e (Call 03031231113
e Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire, SK9 5AF

Last updated

We may need to update this privacy notice periodically so we recommend that you revisit
this information from time to time. This version was last updated on 12 October 2023

Contact us

If you would like to discuss anything in this privacy notice, please contact:

Dawn Golden Compliance and Information Manager on admin@tcat.uk.com at The
Challenge Academy Trust, c/o Bridgewater High School, Broomfields Rd, Appleton,
Warrington, WA4 3AE.
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