. SIR THOMAS
BOTELER

CHURCH OF ENGLAND HIGH SCHOOL
~ THROUGH GOD, WE CARE

E-SAFETY POLICY

Author: Mr M Frodsham, Business Manager
Committee: Finance, HR and Operations

Audience: Staff, Governors, Students and Parents/Carers
Date written: 10 March 2023

Review Date: As Required

This policy is available on our website or hard copies are available from the school office.

°A PART OF THE CHALLENGE ACADEMY TRUST | SERVE | CHALLENGE | EMPOWER

' THE CHALLENGE ACADEMY TRUST /O BRIDGEWATER HIGH SCHOOL, BROOMFIELDS ROAD, WARRINGTOMN, W< 3AF - COMPANY®: 10689247 - WAT#: 296154966

CulturalDiversity @ ‘Eﬁ: [ &1 [gi J— <%
| e — ]

LEaE P
AWARDE o [Fedeshor ,
CHLESC 2 £
- ] Foppw

ACHURCH OF ENGLAND ACADEMY SERVING THE DIOCESES OF CHESTER AND LIVERPOOL = HIGH EXPECTATIONS | HIGH ASPIRATIONS | HIGH STANDARDS | YOU WILL SUECEED



Contents

2 10 = PP 3
SCOPE Of the POIICY cuuniiiii it e r e ra s 3
Roles and ReSPONSIDIlITIES .....vvvuiieereiiii e e e r e a e e e e ee 3
EAUCAtION — PUPIIS ceuiie e 6
Education & Training — Staff and GOVEINOIS........ciiiiiii i e 6
=0/ T 6
o ] 6 7
Use of Digital and VideO IMagES.......ccuuuiriiiiiriiiiiiiiiisisrreni s rrsn s s e s s s rnn s s rrnn s s eeees 7
Yo T T= | N = w0 (T P 8
Data Protection @and GDPR ........ccuuiiiiiiiii i s s e s rran s srran s 9
4 F= T = Ta 1o I o111 o] T PP 9
(@001 00187 0T T0r= 1o To] oL 9
Unsuitable/Inappropriate ACHIVILIES ......uviieeuiiiiriiiiiris e srn s rnnnaee 10
ReasoNable PreCautiONS ........oovvivriiiiicciie e s e 10
Responding to INCidents Of MISUSE ........viiiruiiiiiiiiiii s rr e rs e rn e n e enn e ees 10
T =1 oo PP 11
Appendix 1.1 - Acceptable Uses of the System ........ceoiiiiiiiiii e, 12
Appendix 1.2 - Dealing with e-safety InCidents..........ccooviiiiiiiii i, 14
Appendix 1.3 — Recording Incidents of Misuse — PUpIlS ...........covvvviiiiiiiiiiiicrcrc e, 15
Appendix 1.4 — Recording Incidents of Misuse — Staff..........cceeiiiiii i, 18

E-Safety Policy 2



Rationale

New technologies have become integral to the lives of children and young people in today’s
society, both within schools and in their lives outside school. Therefore, it is essential to have
an e-safety policy. Where we use the terms ‘e-safety’ or ‘online’, we refer to all fixed and
mobile technologies which children and young people might encounter, now and in the future,
which allow them access to content and communications that could raise issues or pose risks

to their wellbeing and safety.

Scope of the Policy

This policy applies to all members of the school community (including staff, pupils, volunteers,
parents/carers, visitors, and community users) who have access to and are users of school ICT

systems, both inside and outside of school.

Roles and Responsibilities

The following section outlines the roles and responsibilities for e-safety of individuals and

groups within the school:

Governors

Governors are responsible for the approval of the e-safety Policy and for reviewing the

effectiveness of the policy.

Headteacher and Senior Leaders:

The Headteacher is responsible for ensuring the safety (including e-safety) of members of
the school community, though the day to day responsibility for e-safety will be delegated

to the e-safety Co-ordinator.

The Headteacher and another member of the Senior Management Team should be aware
of the procedures to be followed in the event of a serious e-safety allegation being made
against a member of staff. (see flow chart ‘Responding to incidents of misuse’ in
Appendix 1.1)
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Designated e-safety Coordinator:

The designated e-safety Coordinator is Mr M Frodsham.

takes day to day responsibility for e-safety issues and has a leading role in establishing and

reviewing the school e-safety policies/documents

ensures that all staff are aware of the procedures that need to be followed in the event of

an e-safety incident taking place.
provides training and advice for staff
liaises with the TCAT

liaises with school ICT technical staff

receives reports of e-safety incidents and creates a log of incidents to inform future e-

safety developments,

reports regularly to Senior Leadership Team

Business Manager/Technical staff:

The Business Manager is responsible for ensuring:
the school’s ICT infrastructure is secure and is not open to misuse or malicious attack

virus protection will be installed and updated regularly.

Teaching and Support Staff

Are responsible for ensuring that:
they have an up to date awareness of e-safety matters and of the current school e-safety
policy and practices
they have read, understood Acceptable Use Policy (AUP)

they report any suspected misuse or problem to the e-safety Co-ordinator for

investigation/action/sanction
digital communications with pupils (email/VLE) should be on a professional level

e-safety issues are embedded in all aspects of the curriculum and other school activities
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Designated Person for Child Protection/Designated Safequarding Lead (DSL):

Should be trained in e-safety issues and be aware of the potential for serious child protection

issues to arise from:
sharing of personal data
access to illegal/inappropriate materials
inappropriate online contact with adults/strangers
potential or actual incidents of grooming

cyber-bullying

Students:

are responsible for using the school ICT systems in accordance with the Student Acceptable

Use Policy, which is available on the Desktop of all school machines

have a good understanding of research skills and the need to avoid plagiarism and uphold

copyright regulations
may only use approved e-mail accounts on the school system.
must immediately tell a teacher if they receive offensive e-mail.

must not reveal personal details of themselves or others in e-mail communication, or
arrange to meet anyone without specific permission.

need to understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so

will be expected to know and understand school policies on the use of mobile phones,
digital cameras and hand held devices. They should also know and understand school
policies on the taking/use of images and on cyber-bullying.

should understand the importance of adopting good e-safety practice when using digital
technologies out of school and realise that the school’s e-safety Policy covers their actions

out of school, if related to their membership of the school.
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Education —pupils

Whilst regulation and technical solutions are very important, their use must be balanced by

educating students to take a responsible approach. Children and young people need the help

and support of the school to recognise and avoid e-safety risks and build their resilience. e-

safety education will be provided in the following ways:

A planned e-safety programme should be provided as part of ICT/PHSE lessons and should
be regularly revisited — this will cover both the use of ICT and new technologies in school
and outside school

Key e-safety messages should be reinforced as part of a planned programme of assemblies
and tutorial/pastoral activities

Pupils should be taught in all lessons to be critically aware of the materials/content they
access online and be guided to validate the accuracy of information

Pupils should be helped to understand the need for the pupil AUP and encouraged to adopt
safe and responsible use of ICT, the internet and mobile devices both within and outside
school

Pupils should be taught to acknowledge the source of information used and to respect

copyright when using material accessed on the internet

Education & Training — Staff and Governors

It is essential that all staff receive e-safety training and understand their responsibilities, as

outlined in this policy. A planned programme of formal e-safety training will be made available
to staff.

E-Safety Policy

An audit of the e-safety training needs of all staff will be carried out regularly

All new staff should receive e-safety training as part of their induction programme, ensuring
that they fully understand the school e-safety policy and Acceptable Use Policies

Governors should take part in e-safety training/awareness



Technical

All users will have clearly defined access rights to school ICT systems

All users will be provided with a username and password to access the school network and
VLE.

Users will be made responsible for the security of their username and password must not
allow other users to access the systems using their log on details and must immediately

report any suspicion or evidence that there has been a breach of security.

All staff passwords are changed every 100 days.

Curriculum

e-safety should be a focus in all areas of the curriculum and staff should reinforce e-safety
messages in the use of ICT across the curriculum.
e-safety should be taught regularly through a scheme of work with identified progression

of knowledge, skills and understanding.

e-safety skills should be embedded through both discrete ICT and cross-curricular

application.

In lessons where internet use is pre-planned, it is best practice that pupils should be guided
to sites checked as suitable for their use and that processes are in place for dealing with any

unsuitable material that is found in internet searches.

Where pupils are allowed to freely search the internet, e.g. using search engines, staff should

be vigilant in monitoring the content of the websites visited.

Use of Digital and Video Images

When using digital images, staff should inform and educate pupils about the risks
associated with the taking, use, sharing, publication and distribution of images. In particular
they should recognise the risks attached to publishing their own images on the internet
e.g. on social networking sites.

Digital images/video should only be captured on school owned equipment.

Written permission from parents or carers will be obtained before photographs of pupils

are published on the school Web site, in line with GDPR regulations.
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Work can only be published with the permission of the pupil and parents, in line with GDPR

regulations.

Social Networking

Social Networking has become an accepted way of communication both personally and
professionally. Apart from concerns over the corporate image of Sir Thomas Boteler Church

of England High School, we also need to take extra precautions due to working in a school.

The use of social networking sites is allowed/permitted in school, if they have not been blocked

by internet filtering, but this should not detract from your day to day tasks.

There are also the obvious safeguarding concerns with regards to employee and pupil

communication that this policy also addresses.

Social Networking Sites.

There are an increasing number of social networking sites, and this policy is intended to cover
all social networking sites, not just Facebook, Twitter and LinkedIn. The general use of
YouTube (watching videos) is not included in this policy, but all other aspects of YouTube are

included.

Corporate Image.

It is common practice to include your place of work in your profile. This helps identify your
colleagues on social networking sites, and can also be used to promote Sir Thomas Boteler,
however if employees decide to include Sir Thomas Boteler they are to some extent a
representative of Sir Thomas Boteler Church and therefore items that are posted by its

representatives can reflect on the image of Sir Thomas Boteler.

It should be understood by all employees that if requested by either the Business Manager or

Headteacher, to remove Sir Thomas Boteler from their profile they will do so immediately.
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Confidential Information.

Confidential information about Sir Thomas Boteler, or one of its employees or pupils should
under no circumstances be posted on social networking sites, including private messages

that are available on some sites.

Pupil Interaction

Under no circumstances should a current pupil be linked to your social networks. It is

recommended that you do not add ex-pupils.

If a pupil sends a request to be an employee’s ‘friend’ the employee must ignore and decline

the request and inform the e-safety coordinator, the safeguarding officer or the DSL.

If there is an educational purpose to interact with pupils on social networking sites employees

must ensure that the Business Manager and/or Headteacher are fully aware of the activity.

Data Protection

Personal data will be recorded, processed, transferred and made available according to the

General Data Protection Regulations 2018. Please refer to the GDPR Policy.

Managing Filtering

The school will work in partnership with the Trust (TCAT) and the Internet Service Provider

to ensure systems to protect pupils are reviewed and improved.

If staff or pupils discover an unsuitable site, it must be reported to the e-safety Coordinator or

the Business Manager.

Senior staff will ensure that regular checks are made to ensure that the filtering methods

selected are appropriate, effective and reasonable.
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Communications

Users need to be aware that all that network and Internet use will be monitored.

Users must immediately report, to the e-safety Coordinator the receipt of any email that
makes them feel uncomfortable is offensive, threatening or bullying in nature and must not
respond to any such email.

Any digital communication between staff and pupils or parents/carers (email, chat, Learning

Platform etc.) must be professional in tone and content.

Staff should be aware that Internet traffic can be monitored and traced to the individual

user. Discretion and professional conduct is essential.

Unsuitable/Inappropriate Activities

The school believes that the activities referred to in the table title ‘Acceptable uses of the
system’ (see Appendix 1.1) would be inappropriate in a school context and that users should
not engage in these activities in school or outside school when using school equipment or

systems. The school policy restricts certain internet usage.

Reasonable Precautions

The school will take all reasonable precautions to prevent access to inappropriate material.
However, due to the international scale and linked Internet content, it is not possible to
guarantee that unsuitable material will never appear on a school computer. Neither the
school nor TCAT can accept liability for the material accessed, or any consequences of Internet

access.

Responding to Incidents of Misuse

There may be times when infringements of the policy could take place, through careless or

irresponsible or, very rarely, through deliberate misuse.

If this is found to be the case then the flow chart titled ‘Dealing with e-safety
incidents’ (see Appendix 1.2) should be followed.
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It is more likely that the school will need to deal with incidents that involve inappropriate rather
than illegal misuse. It is important that any incidents are dealt with as soon as possible in a
proportionate manner and in line with the Behaviour Policy. The form titled ‘Recording incidents

of misuse - Pupils’ (see Appendix 1.3) should be used to record misuse.

Legislation

Schools should be aware of the legislative framework under which this e-safety Policy template
and guidance has been produced. It is important to note that in general terms an action that

is illegal if committed offline is also illegal if committed online.

Linked documents: GDPR Policy, Behaviour Policy, Acceptable Use Policy, Disciplinary

Procedures, Monitoring Procedures, Anti-Bullying Policy, Child Protection/Safeguarding Policy,
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Appendix 1.1 - Acceptable uses of the system

User Actions

Users shall not visit

Internet sites, make,

post, download,
upload, data transfer,
communicate or pass

on, material, remarks,

proposals or comments
that contain or relate

to:

E-Safety Policy
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Appendix 1.2 - Dealing with e-safety incidents

Response toanincident noam
[ A concern is raised )
Refer to school's designated
child protection staff
What ty f
llegal Whstbhaen : Incident closed
activity i invohed: (Is counseling or
advice required?)
Ingppropriate
Wha is invahed?
Child as 5taff as S5taff as
winstigator wwictim instigator
t=isbish level of Estabfish lewvel of Estsbfish lavel of csisbish lavel of
CONCE. CORCER. CORNCER. CORNCER.
¥
Rafar to : FPotential
Warrington e illegal or :::h ikd
Safeguarding : protection
: children iscLuas?
Children 3 P
invohed?
Board
In-s=choaol sction;,
If appropnate, designated Child Protection
disconnact staff, Manage sllegation
computer, seal head of |CT, senior manager. procadures
and store.

Lk 3

Counselling
Fizk azsez=ment

i

Possible
legal action

School disciplinary and child
protection procedures.

(possible parental involvement)
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Appendix 1.3 — Recording incidents of misuse — students

Pupils Actions/Sanctions

Incidents:

E-Safety Policy
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Appendix 1.4 — Recording incidents of misuse - staff

Staff Actions / Sanctions

Incidents:
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E-safety Policy — January 2021 Update

Sir Thomas Boteler Church of England High School - E-Safety - Appendix 1

Video online conferencing is likely to be a key part of our delivery of education to students in a high school
environment. Whilst this brings many benefits, there are some potential pitfalls and this guidance is
intended to keep our staff and students safe online.

Safequarding yourself and your students:

v DO only use channels which are provided by the school, where students are identified and secured by
their school email or login

v As from September 2020, we are using Microsoft Teams for all virtual lessons

v All lessons will be recorded for the purposes of safeguarding, safety and to allow students to access
content at any time.

v DO expect and encourage students to turn on their cameras.

v DO encourage students to use the text chat function to ask/answer questions. Students may have a
microphone, but they may not. It can also become quite chaotic with multiple voice participants.

v If you think there is anything inappropriate then you should follow normal safeguarding procedures in
report in the usual way via the Safeguarding Officer and CPOMS.

v Online lessons during 2020-2021 should occur during the timetabled lesson time.

v Registers should be completed.

Student Safety, Behaviour and Expectations

Students must agree the following:

¢ Any online learning, including video conferencing and group chats, should happen using only school
email addresses and official college accounts (Microsoft Teams)

e Students should be respectful of other users in the language that they use and in their onscreen
behaviour. Any concerns/inappropriate behaviour will be followed up using the College Cause for
Concern procedure.

e Report any safeguarding concerns they have via Pastoral Leader or the Safeguarding Officer.

e Students must use an appropriate space in the house and be dressed appropriately.

e If students are unable to use their microphone or have specific questions, then please use the text
chat function in order to interact.

e That they are aware the session will be recorded.

That online lessons will happen within normal school hours on weekdays during term time.
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